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PREFACE

This e-book presents selected papers from the 5th International Conference on
Communication and Computer Engineering 2018, that was conducted from
17th to 19t July 2018 in Melaka, Malaysia. It is an international forum for
researchers, academics and practitioners to present their work, to formulate
new challenges and to discuss current state-of-the-art technology in computer
networking, computer engineering and communication technology. This e-
book will serve as a valuable reference resource for academics and
researchers across the globe.

WELCOME MESSAGE

It was gratifying to all of us when the response for ICOCOE'18 is overwhelming
as the technical committees received more than 100 submissions from various
areas of communication and computer engineering. All submitted papers are
then peer-reviewed, revised according to the reviewers' comments and
ultimately 48 papers were accepted for publication in this e-book.

This open access e-book can be viewed or downloaded via
hitps://maltesas.my/msys/explore. We hope that this e-book will serve as a
valuable reference for researchers.

As the Editor-in-Chief, | would like to express our gratitude to the fellow review
members for their effort in reviewing the submitted papers for this e-book. | also
would like to say special thanks to all the authors for promptly revising their
papers according to the requirements.

Thank you.

Mohd Azlishah Othman
Editor-in-Chief



EDITORIAL COMMITTEE

Editors
Hamzah Asyrani Sulaiman

Mohd Azlishah Othman

Mohd Shakir Md Saat

Abd Majid Darsono

Ahmad Naim Che Pee

Mohd Fairuz Iskandar Othman
Yahaya Abd Rahim

Mai Mariaom Mohamed Aminuddin

Mohamad Harris Misran

Reviewers

Abdalhossein Rezai - ACECR, Iran

Abdellah Derghal - LGEA, Oum el Bouaghi University, Algeria
Abdul Halim Ali - Universiti Kuala Lumpur, Malaysia

Abilash Thakallapelli - UNC Charlotte, India

Aduwati Sali - UPM, Malaysia

Ahmad Shukri Fazil Rahman - UniMAP, Malaysia

Alireza Ghasempour - ICT Faculty, USA

Alireza Siadatan - West Tehran Branch, Islamic Azad University, Iran
Alla Talal Yassin - UOITC, Irag

Ankit Patel - University of Minho, Portugal

Anna Antonyovad - University of PreSov in PreSov, Slovakia

Anna Bartkowiak - University of Wroclaw, Poland

Asmala Ahmad - Universiti Teknikal Malaysia Melaka, Malaysia
Asmarashid Ponniran - Universiti Tun Hussein Onn Malaysia, Malaysia
Asrul Izam Azmi - Universiti Teknologi Malaysia, Malaysia

Azrif Manut - UiITM, Malaysia



Azuwa Ali - Universiti Malaysia Perlis, Malaysia
Baichuan Zhang - Purdue University, USA

Bayu Adhi Tama - Ulsan National Institute of Science and Technology (UNIST),
Korea

Benoit Muth - Benoit Muth, France
Boon Chong Ang - Intel, Malaysia
Carlos Travieso - University of Las Palmas de Gran Canaria, Spain

Chakree Teekapakvisit - King Mongkut's Institute of Technology Ladkrabang,
Thailand

Chau Yuen - Singapore University of Technology and Design, Singapore
Chien-Jen Wang - National University of Tainan, Taiwan

Chutisant Kerdvibulvech - National Institute of Development Administration,
Thailand

Dan Ciulin - E-I-A, Switzerland

Dan Milici - University of Suceava, Romania

Deepak Choudhary - LPU, India

Dhananjay Singh - Hankuk University of Foreign Studies, Korea

Dinesh Bhatia - Biomedical Engineering Department, North Eastern Hill
University, India

Dirman Hanafi - Universiti Tun Hussein Onn Malaysia, Malaysia

Domenico Ciuonzo - Network Measurement and Monitoring (NM2), Naples, IT,
Italy

Domenico Rotondi - FINCONS SpA, Italy

Dragana Krsti¢ - Faculty of Electronic Engineering, University of Ni§, Serbia
Eduard Babulak - Fort Hays State University, USA

Eduardo Pinos - Universidad Politécnica Salesiana, Ecuador

Eliana Werbin - Universidad Nacional de Cordoba, Argentina

Emilio Jiménez Macias - University of La Rioja, Spain

Fairul Azhar Abdul Shukor - Universiti Teknikal Malaysia Melaka, Malaysia
Fei Qin - Chinese Academy of Sciences, P.R. China

George Tambouratzis - Institute for Language & Speech Processing, Greece



George Suciu - Politehnica University of Bucharest, Romania
Ghulam Abbas - GIK Institute of Engineering Sciences & Technology, Pakistan
Giovanni Palmerini - Universita di Roma La Sapienza, Italy
Giuseppe Lo Re - University of Palermo, Italy

Go Yun Il - Heriot-Watt University Malaysia, Malaysia

Haijun Pan - New Jersey Institute of Technology, USA

Hamidah lbrahim - Universiti Putra Malaysia, Malaysia
Harikumar Rajaguru - anna University Chennai, India

Hasimah Mohamed - Universiti Sains Malaysia, Malaysia

Hua Nong Ting - Universiti Malaya, Malaysia

Hyunbum Kim - University of North Carolina at Wilmington, USA
Ida Laila Ahmad - Universiti Tun Hussein Onn Malaysia, Malaysia
Iman Sharifi - Amirkabir University of Technology, Iran

Ishak Annuar - Universiti Teknologi MARA (UiTM) Kota Samarahan Sarawak,
Malaysia

Jason Zurawski - Energy Sciences Network, USA

Jiachyi Wu - National Taiwan Ocean University, Taiwan

Jonathan de Silva - Instituto Nacional de Telecomunicacdes, Brazil
Josip Music - University of Split, Croatia

Jouni Tervonen - University of Oulu, Finland

Juan Durillo - Leibniz Supercomputing Centre, Germany

K Mahantesh - SJBIT, India

Karim Al-Saedi - Mustansiriyah University, Iraq

Katerina Kabassi - TEI of the lonian Islands, Greece

Kia Hock Tan - Universiti Tunku Abdul Rahman, Malaysia

Kira Kastell - Frankfurt University of Applied Sciences, Germany

Krishna Battula - Jawaharlal Nehru Technological University Kakinada, India
Leonardo Ramirez - Universidad Militar de Nueva Granada, Colombia

Li Wah Thong - Multimedia University, Malaysia



Lien-Wu Chen - Feng Chia University, Taiwan

Lyes Khoukhi - University of Technology of Troyes, France
Maged Marghany - Universiti Teknologi Malaysia, Malaysia
Mahdi Karami - Universiti Putra Malaysia, Malaysia

Mahmoud Rokaya - Taif University, Saudi Arabia

Mariusz Zal - Poznan University of Technology, Poland

Martin Neumann - Karlsruhe Institut of Technology (KIT), Germany
Martine Wedlake - Amazon, USA

Ming-Fong Tsai - National United University, Taiwan

Mohamad Misran - Universiti Tenikal Malaysia Melaka, Malaysia
Mohamed Najeh Lakhoua - SMS, ENICarthage, Tunisia

Mohammad Faiz Liew Abdullah - Universiti Tun Hussein Onn Malaysia (UTHM),
Malaysia

Mohammad Rakib Uddin - UniversitiTeknologi Brunei, Brunei Darussalam
Mohd Alif - Universiti Malaysia Perlis, Malaysia

Mohd Khanapiah Nor - Universiti Teknikal Malaysia Melaka, Malaysia
Mohd Najib Mohd Yasin - Universiti Malaysia Perlis, Malaysia

Montree Kumngern - King Mongkut's Institute of Technology Ladkrabang,
Thailand

Muhammad Ayoub - Universiti Teknologi PETRONAS, Malaysia
Muhammad Johal - Universiti Teknikal Malaysia Melaka, Malaysia
Muhammad Anshar - Hasanuddin University, Indonesia

Muhammad Hafidz Fazli Bin Md Fauadi - Universiti Teknikal Malaysia Melaka,
Malaysia

Muhammad Mokhzaini Azizan - Universiti Malaysia Perlis, Malaysia
Muhammad Reza Kahar Aziz - Institut Teknologi Sumatera, Indonesia

Muharrem TUmgakir - Aselsan Inc. Defense Systems Technologies Division,
Turkey

Nadheer Shalash - AI-Mamon University College, Iraq

Nasser Mohamed Ramli - Universiti Teknologi PETRONAS, Malaysia

Vi



Nishant Doshi - PDPU, India

Nooririnah Omar - Universiti Technical Malaysia Malacca ( UTeM), Malaysia
Norazah Mohd Suki - Universiti Malaysia Sabah, Malaysia

Noriko Etani - Peach Aviation Limited, Japan

Nurbahirah Norddin - Universiti Teknikal Malaysia Melaka, Malaysia
Omar Farooq - Aligarh Muslim University, Aligarh, India

Pablo Corral - Miguel Herndndez University, Spain

Paolo Crippa - Universita Politecnica delle Marche, Italy

Philip Moore - Lanzhou University, P.R. China

Pingyi Fan - Tsinghua University, P.R. China

Pooya Taheri - SFU, Canada

Rachit Patel - ABESIT Engineering College, Ghaziabad, India

Radu Vasiu - Politehnica University of Timisoara, Romania

Ramesh Kumar Ayyasamy - Universiti Tunku Abdul Rahman (UTAR), Malaysia
Ravi Subban - Pondicherry University, Pondicherry, India

Rijalul Fahmi Mustapa - Universiti Teknologi MARA, Malaysia

Robert Szabolcsi - Obuda University, Hungary

Rong Nan Chiou - Southern Taiwan University, Taiwan

Rosaura Palma-Orozco - Instituto Politécnico Nacional, Mexico
Rostam Affendi Hamzah - Universiti Teknikal Malaysia Melaka, Malaysia
Rostyslav Sklyar - Independent Professional, Ukraine

Sallehuddin lbrahim - Universiti Teknologi Malaysia, Malaysia

Salman Yussof - Universiti Tenaga Nasional, Malaysia

Samsul Ariffin Abdul Karim - Universiti Teknologi Petronas, Malaysia
Sangheethaa Sukumaran - dilla University, Ethiopia

Selva Perumal Sathish Kumar - Asia Pacific University of Technology and
Innovation, Malaysia

Shahid Manzoor - UCSI Universiti Kuala Lumpur, Malaysia

Shashikant Patil - SVKM NMIMS Mumbai Indig, India

vii



Siamack Ghadimi - Western University, Canada

Sin Liang Lim - Multimedia University, Malaysia

Siti Aslina Hussain - Universiti Putra Malaysia, Malaysia

Smain Femmam - University UHA, France

Sreedharan Pillai Sreelal - Indian Space Research Organization, India

Srinivasulu Tadisetty - Kakatiya University College of Engineering and
Technology, India

Su Fong Chien - MIMOS Berhad, Malaysia

Sulaiman Wadi Harun - Uni Malaya, Malaysia

Su-Lim Tan - Singapore Institute of Technology, Singapore

Susanna Spinsante - Universita Politecnica delle Marche, Italy
Teddy Gunawan - International Islamic University Malaysia, Malaysia

Thaweesak Yingthawornsuk - King Mongkut's University of Technology
Thonburi, Thailand

Thiang Hwang Liong Hoat - Petra Christian University, Indonesia

Thy Ling - UCTS, Malaysia

Tomonobu Senjyu - Faculty of Engneering, University of the Ryukyus, Japan
Toshiaki Koike-Akino - Mitsubishi Electric Research Laboratories (MERL), USA
Tun Zainal Azni Zulkifli - Universiti Teknologi PETRONAS, Malaysia

Vinesh Thiruchelvam - Asia Pacific University (APU), Malaysia

Vitor Cunha - Instituto de Telecomunicacdes, Portugal

Waail Al-waely - Griffith University / School of Engineering, Australia

Wael Salah - Palestine Technical University - Kadoorie, Palestine

Wei Wei - Xi'an University of Technology, P.R. China

Yaareb Al-Khashab - Ministry of Water Resources/Badush Dam, Iraqg

Yi Zhang - Trinity College Dublin, Ireland

Yilun Shang - Northumbria University, United Kingdom

Yingmeng Xiang - GEIRI North America, USA

Yogesh Pundlik - Kamala Institute of Technology and Science, Singapur-, India

Zahéra Mekkioui - University of tlemcen, Algeria

viii



Zoubir Mammeri - Paul Sabatier University, France



Editorial
Table of Contents

Articles

TABLE OF CONTENTS

. . . Johari Talib (Universiti Kebangsaan Malaysia 1-6
Atmospheric Radio Noise . . -
& Space Science Center, Malaysia); Sabirin
Effect Towards HF : - .
L Abdullah (Universiti Kebangsaan Malaysia
Communication in L
. . (UKM), Malaysia); Kehe Wang (Space
Equatorial Region at ;
. . Weather Services, Bureau of Meteorology,
Peninsular Malaysia )
Australia)
Microstrip Antenna for Fifth | Sew Sun Tiang (Universiti Sains Malaysia, 7-10
Generation (5G) Malaysia); Hsiang Nerng Chen (Asia Pacific
Electromagnetic Band-Gap | University, Malaysia); Wei Hong Lim and
(EBG) Structure Teng Hwang Tan (UCSI University, Malaysia)
Lessy Sutiyono Aji (Ministry of 11-17
A New Method for Cgmmun|cof|qns, Ipdonesm): Ahkc:
. . Witjaksono (Universitas Indonesia,
Calculating White Space L I . .
I Indonesia); Gunawan Wibisono (University of
Channel Availability . .
Indonesia, Indonesia); Dadang Gunawan
(Universitas Indonesia, Indonesia)
Norun Abdul Malek (International Islamic 18-22
University Malaysia, Malaysia); Athirah Mohd
Design of Ramly (International Islamic University of
Wearable/Implantable Malaysia, Malaysia); Khamis Ali
Antenna for 400 MHz (International Islamic University, Malaysia);
Medical Applications Nuragilah Ramlan and Md Rafigqul Islam
(International Islamic University Malaysia,
Malaysia)
An AC Regenerative Energy 23-29
Absorber Derived from Gerald P. Arada and Elmer Magsino (De La
Conftrolling an H-Bridge Salle University, Philippines)
Circuit
30-34

Theoretical Analysis of
Square Structured Photonic
Crystal Fibre Using the
Golden Ratio

Feroza Begum, Atta Rahman,
Emeroylariffion Abas and Izaddeen Kabir
Yakasai (Universiti Brunei Darussalam, Brunei
Darussalam); Iskandar Petra (University of
Brunei Darussalam, Brunei Darussalam);
Shubi F Kaijage (Nelson Mandela African
Institution of Science and Technology,
Tanzania)




Prince Md Saifur Rahman (SEGi University, 35-42
Optimization the Malaysia); Norsuzlin Bt Mohd Sahar (Space
Performance of the Science Centre (ANGKASA), Institute of
7 | Throughput and Access Climate Change, University Kebangsaan,
Delay Based on TDMA in Malaysia.); Tzer Hwai Gilbert Thio, Mohd
VANET ikhmil fadzrizan Mohd hanif and Anis Fariza
Md Pazil (SEGi University, Malaysia)
Pocholo James Loresco (De La Salle 43-48
Fuzzy Logic-Based University, Manila &amp; Far Eastern
8 | Identification Method for University Institute of Technology,
Eggplant Class Philippines); ElImer P. Dadios (Philippines,
Philippines)
Pocholo James Loresco (De La Salle 49-55
University, Manila &amp; Far Eastern
Human Gesture Recognition | University Institute of Technology,
9 | Using Computer Vision for Philippines); Argel Bandala (De La Salle
Robot Navigation University, Philippines); Romano Neyra (Far
Eastern University Institute of Technology,
Philippines)
Obtaining Multipath Cluster 56-61
Count in Semi-urban Marielle Anne P Roque (De La Salle
10 Wireless MIMO Systems at University &amp; Natural Intelligence
2.7 GHz by Propagation Solutions Inc - Lioopp, Philippines); Lawrence
Parameter Inclusion in Materum (De La Salle University, Philippines)
Validity Indices
Lorwin Felimar Torrizo (De La Salle University 62-68
Survey of Digital Modulation | Taft &amp; University of the Philippines Los
11 | Schemes Relevant to the Banos, Philippines); John Martin Ladrido and
Internet-of-Things (loT) Lawrence Materum (De La Salle University,
Philippines)
Antipas T. Teologo, Jr. (De La Salle University, | 69-74
A Survey on Ad Hoc Wireless | Philippines); Mark Anthony Ching (De La
12 | Networks for Molecular Salle University Manila, Philippines);
Communication Lawrence Materum (De La Salle University,
Philippines)
Security Audit of Wireless Josef Horalek (University of Hradec Kralove, 75-81
13 | Networks Authentication Czech Republic); Tomas Svoboda (University
Based on 802.1X Standard of Pardubice, Czech Republic)
82-87
Imaging Modalities for Amina Jameel (Bahria University, Pakistan);
14 Vertebrae Segmentation M Usman lkram (College of E&amp;ME,

and Spinal Deformity
Diagnosis: A Review

NUST, Pakistan); Joddat Fatima (Bahria
University, Pakistan)




Comparison of Selected

. - . N 88-93
15 | Open-source SDN Jan Mo'krocek and Filip HC?|I|< (University of
Pardubice, Czech Republic)
Controllers
16 SDN Security Protection Filip Holik (University of Pardubice, Czech 94-99
Methods for IoT Networks Republic)
17 Requirements on SDN Filip Holik (University of Pardubice, Czech 100-105
Applications for Smart Cities | Republic)
18 Using Raspberry Pi as an Filip Holik and Sona Neradova (University of | 106-111
SDN Enabled Switch Pardubice, Czech Republic)
Yulia Kendengis (Petra Christian University, 112-116
. Indonesia); Gregorius Satia Budhi (University
Preservation of Hanacaraka . )
. of Newcastle, Australia &amp; Petra
Characters in Old - S Y
19 . : . Christian University, Indonesia); Rudy
Manuscripts Using Machine . o -
Learnina Abproach Adipranata, Liliana Liliana and Hans
g App Indrayana (Petra Christian University,
Indonesia)
.. . . . . . . . 117_121
pH Level Identification Using | Nur Syafini Alias, Mastura Shafinaz Zainal
20 | Image Processing Abidin and Muhammad Hambali Habibullah
Techniques (Universiti Teknologi Malaysia, Malaysia)
Hasnain Abdullah (Universiti Teknologi 122-126
MARA, Malaysia); Linda Mohd Kassim and
Norhayati Mohamad Noor (Universiti
Teknologi Mara, Malaysia); Azizah Ahmad
Different Layer Solid (Universiti Teknologi MARA, Malaysia);
21 | Pyramidal Absorber Nazirah Mohamat Kasim (Universiti Teknologi
Characteristics Mara, Malaysia); Noor Azila Ismail and Mohd
Nasir Taib (Universiti Teknologi MARA,
Malaysia); Dayang Suhaida Awang Damit
(UITM, Malaysia); Nurul Amirah Ahmad (UiTM
Pulau Pinang, Malaysia)
i 127-135
Anoly§|s of Approo_che; qnd Josef Horalek (University of Hradec Kralove,
Roaming Solutions in Wi Fi S . .
22 . . Czech Republic); Tomas Svoboda (University
Networks Using Cisco and ) .
. of Pardubice, Czech Republic)
Ruckus Technologies
Wan Aezwani Wan Abu Bakar (Universiti 136-141
. . Sultan Zainal Abidin, Malaysia); Mustafa
i-Eclat: Performance . . )
. Man (University Malaysia Terengganu,
Enhancement of Eclat via - . . ; o
23 . Malaysia); Masita Abdul Jalil (Universiti
Incremental Approach in . o
Frequent Itemset Mining Malaysia Terengganu, Malaysia); Zailani
Abdullah (Universiti Malaysia Kelantan,
Malaysia)
Predicting Student - . .
24 | Performance Using Data Leo Santoso (Petfra Christian University, 142-146

Mining

Indonesia)

Xi




Human Recognition Based

: . Dini Fronitasari, Dadang Gunawan and 147-152
on Palm Vein by Using . . . . .
25 L . Basari Basari (Universitas Indonesia,
Optimized C-Local Binary :
Indonesia)
Pattern
Design of a 2D Propeller Shaymaa Tahhan and Teba Al-Adwan (Al- 153-157
26 | Clock with ArduinoNano . . -
: Nahrain University, Iraq)
Version 3.2
Microcontroller-Based 158-162
Stand-Alone Alert Maria Antonette C Rogque, Carolina Cai,
27 | Recognition Device for the Jason Cydrick Gupo and Frances Louise
Hearing Impaired Using Fast | Urbano (De La Salle University, Philippines)
Fourier Transform
Maria Antonette C Roque, Edwin Sybingco, 163-168
. . Anthony Jude Hermeroll Quinones
Evaluation of Scoliosis X-ray .
. . Aggabao, John Gilbert Ong, John
28 | Images Using MATLAB with a - . . .
Database Infegrated GUI Chns’ro'pher. Lim, Francis Moynqrd C;oden’re
and Nigel Silva (De La Salle University,
Philippines)
Cham Ying Kit, Eileen L.M. Su and Che Fai 169-174
Review of Virtual Reality Yeong (Universiti Teknologi Malaysia,
29 Manual Dexterity Test Malaysia); Siti Nor Zawani Ahhmmad
Simulation for Surgical Skills (Universiti Kuala Lumpur, Malaysia); Suneet
Training Sood and Anil Gandhi (Monash University,
Malaysia)
Utilization of IEC 61850 Tomas Svoboda (University of Pardubice, 175-181
30 | GOOSE Messages in Czech Republic); Josef Horalek (University of
Electrical Substations Hradec Kralove, Czech Republic)
SAR Image Denoise Using a | Mamatha K, R (BMS Institute of Technology 182-188
31 | Nonlocal Approach with and Management, India); Hariprasad S, A
Brute Force Thresholding (Jain University, India)
. Nurru Anida lbrahim and Siti Norbakyah 189-193
Development of a Driving ; oy .
Jabar (Universiti Malaysia Terengganu,
Cycle to Evaluate the . ) . o
. Malaysia); Mohd Zulfadli Ismail and Siti
32 | Energy Consumption and o h g fiah .
Emissions of BAS KITe in Norainiza Mo ame Hopo iah (Cas Ligas
Kuala Terenaaanu Sdn. Bhd., Malaysia); Salisa Abdul Rahman
99 (Universiti Malaysia Terengganu, Malaysia)
Driving Cycle Developmen’r Salisa Abdul Rahman and Nurru Anida 194-199
for Kuala Terengganu City . . o .
33 - . Ibrahim (Universiti Malaysia Terengganu,
During Go-to-Work Time Malaysia)
Using K-Means Method 4
Sigls-fgr?élgrgrgr'g?ncyde Salisa Abdul Rahman and Mohd Khairul 200-205
34 9 Najmie Mamat (Universiti Malaysia

Cycles to Optimize Fuel
Consumptions and Emissions

Terengganu, Malaysial)

xii




An Integrated Neural
Network Based Sensor Fault

Seema Singh (BMS Institute of Technology,
India); Rama Murthy TV (M S Ramaiah
Institute of Technology, Bangalore; Retired

206-212

35 Accommodation System for | Scientist, Aerospace Electronics Systems
a Fighter Aircraft Model Division, National Aerospace Laboratories,
Bangalore, India)
geﬁgéflﬁ\nﬁfﬁg%s States S . 213-218
36 Using EEG Signals and Thejaswini Shankar (BMSITM, India)
Wavelet Transforms
. Mohd Zulfaezal Che Azemin, Aliya Fareeha | 219-223
Assessing the Effect of : . .
. . o Ahmad Bazli, Ibrahim Taib and Mohd
37 | Learning with Eye-Fixation ) . . .
Complexity Analysis Izzuddin Mohd Tamrin (International Islamic
University Malaysia, Malaysia)
Computer Assisted Image Nur Syafini Alias, Mastura Shafinaz Zainal 224-228
38 | Processing for E-coli Abidin and Syafigah Saidin (Universiti
Detection in Milk Teknologi Malaysia, Malaysia)
Jay Robert del Rosario (De La Salle 229-235
Development of a Multi- University- Manila, Philippines); Fae Nicole
Object Tracking in a Mulfi- Serrano (De La Salle University, Philippines);
39 | View Vision System Using Eimer P. Dadios (Philippines, Philippines);
Convolutional Neural Argel Bandala, Laurence Gan Lim and Ryan
Network Rhay P. Vicerra (De La Salle University,
Philippines)
Enhanced Quantit Maribelle Dequilla Pabiania (MALAYAN 236-240
. Y COLLEGES LAGUNA, Philippines); Ron Carlo
Surveying Tool Using C# - .
40 . . . . Gonzales, Patrick Gimutao and Jerome
Programming with Biometric
e oL Romero (Malayan Colleges Laguna,
User Identification e
Philippines)
Maribelle Dequilla Pabiania (MALAY AN 241-244
loT Based Aeroponic Plant COLLEGES LAGUNA, Philippines); Mark
4] A Anthony Barcenas, Pamela Mae Berdos and
Cultivation System o
Aaron Paul Filipino (Malayan Colleges
Laguna, Philippines)
Development of a Robust John Anthony Jose (De La Salle University, 245-251
Depth-Pressure Estimation Philippines); Phoebe Mae Ching (De La Salle
42 | Algorithm for a Vision-Based | University - Manila, Philippines); Melvin K.
Breast Self-Examination Cabatuan (De La Salle University,
Guidance System Philippines)
gﬁjﬁfeig—;fnlwrgg’?gosed Edwin Sybingco (De La Salle University, 252-256
43 Y Philippines); ElImer P. Dadios (Philippines,

on Variance of SIFT Features
Histogram

Philippines)

Xiii




An Automated Plant
Watering System for Smart

Ryan Rhay P. Vicerra, Renann Baldovino,
Anna Katryna Bato, Justin Bert Esteban,

257-262

44 Irrigation: A Fuzzy-based Clyde Seymour See, Argel Bandala and
Approach Armyn Sy (De La Salle University, Philippines)
Ryan Rhay P. Vicerra, Argel Bandala, 263-266
Development of a Low-cost : .
. Renann Baldovino, Arvin Fernando, Royce
Microcontroller-based Dual- . .
45 axis Solar Tracker Usin Malalis, Romel Saysay, Kylie Gabay, Kenneth
. 9 Cortez and Nadine Macalalad (De La Salle
Image Processing : . I
University, Philippines)
Kamal Sarker (University Malaysia 267-271
Software Development Life | Terengganu, Oman); Aziz Deraman
46 | Cycle Developing (University Malaysia Terengganu, Malaysia);
Framework Raza Hasan (Middle East College, Oman);
Abdul Bhatti (University of Utara, Malaysia)
Vision-Based Guidance John Anthony Jose and Melvin K. Cabatuan 272-277
47 System for Breast Awareness | (De La Salle University, Philippines); Phoebe
Application Using RGB-D Mae Ching (De La Salle University - Manila,
Sensor Philippines)
Prajna Deshanta lbnugraha (Telkom 278-282
Model of Risk Estimation University &amp; Universitas Gadjah Mada,
48 | Using Multiple Criteria of Indonesia); Lukito Edi Nugroho and Paulus

Business Perspective

Insap Santosa (Universitas Gadjah Mada,
Indonesia)

Xiv




Model of Risk Estimation using Multiple
Criteria of Business Perspective

Prajna Deshanta Ibnugraha'-?, Lukito Edi Nugroho', Paulus Insap Santosa'
!Department of Electrical Engineering and Information Technology, Universitas Gadjah Mada, Yogyakarta,
Indonesia
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Abstract—Currently, digital information is essential
asset for supporting business of enterprises where it can be
categorized as sensitive information and public
information. However, security threat of sensitive
information causes incident that it has impact to business
of enterprises. Therefore, information security becomes
important element where it must be applied to protect
sensitive information from illegal access. However,
analysis of threat and risk must be performed before
implementing protection method for sensitive information.
In order to analyze threat and risk, enterprises need risk
model as a reference where it must consider priority of
business aspects. Several existing models actually have
included business aspects, but they still need development
related priority feature of aspects. Therefore, this study
has objective to develop risk estimation model where it
involves priority of business aspects to result risk profile.
In order to reach objective, this study uses Analytic
Hierarchy Process (AHP) as weighting method.
Experimental part in this study results weight of metrics
where they have different portion. Weight of metrics is
tested to two different enterprises to measure value of risk.
In experimental condition, both of enterprises have same
threat of information security. Output of testing indicates
that two different characteristic of enterprises result two
different level of risk eventhough they have same type of
threat. The high value of information security threat in
risk estimation process indicates that threat has high
priority of risk. If enterprise has high priority of threat
then enterprise must give more concern in mitigation
solution to that threat.

Index Terms—business aspects; information security;
multiple criteria; risk estimation.

I. INTRODUCTION

Nowadays, information technology is an essential
component in business of enterprises. Implementation
of information technology has reached in almost all
sectors of enterprises business such as marketing,
finance, operations, etc. Implementation of information
technology in enterprises generally involves assets such
as infrastructure, services, software and information.

Some assets have critical category where it has high
impact to business of enterprises. Therefore, enterprises
need to consider security aspects to protect critical
assets. In context of information asset, enterprises need
to perform security assessment. Security assessment is a
process for evaluating information security by looking
at the threats and impacts. The output of the security
assessment is used as input for the company to
formulate policies related mitigation procedures.

In order to determine impact of information security
threats, enterprises need risk model [1]. Several risk
models commonly used by enterprises are Common
Vulnerability Score System (CVSS), The Open Web
Application Security Project (OWASP) and DREAD.
However, risk models above have limitations regarding
business approach and priority feature. In DREAD
model, business perspectives are less involved as
determining metrics [2]. Business approach has been
involved in OWASP metrics, but it does not have
priority. OWASP uses equal weight for measuring
impact of information security threat [3]. In CVSS
model, weighting has been implemented on its metrics.
However, CVSS model has high complexity and
implicit metrics to represent business perspectives [4].

Limitation in priority feature and business approach
in metrics of risk model becomes important issues
where it needs to be resolved to accommodate the need
of enterprises related risk model. Therefore, this paper
aims to develop risk model where it considers priority
options and business approach.

II. RELATED WORK

Studies of risk model in security of information
technology had been conducted and published by the
researchers. Ghani et al. studied model of risk
estimation with quantitative approach where it referred
to economic-driven [5]. Ghani et al. used Multiplicative
Analytic Hierarchy Process (MAHP) as method and
involved some metrics like Reputation Loss, Investor
Loss, Customer Loss and Revenue Loss metrics in the
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Potential Damage category and Investigation,
Personnel, Customer Support, Repair and Recovery
metrics in the Ex-Post Response Cost category. MAHP
includes in Multiple Criteria Decision Algorithm
(MCDA).

In order to develop risk estimation model, Tianshui et
al. involved three elements, namely assets, vulnerability
and threat [6]. Elements above were processed using
three methods, namely: Decision Making Trial and
Evaluation Laboratory (DEMATEL) to identify
elements and evaluate the relationship between
elements, Analytic Network Process (ANP) to give the
distribution ratio to elements and Gray System Theory
to generate risk level.

Alpcan et al. also conducted risk model development
using linkages of business units (Nb), security threats
(Nt) and people (Np) [7]. Risk Rank method was used
to determine ranking and risk priority of security threat.
Aplcan et al. stated that people (Np) can make mistakes
in implementation of information technology. That
mistakes can cause error and security threat (Nt) where
it has impact to business unit (Nb) of enterprise. In
order to estimate risk of security threat, enterprises must
have capability to define the total value of inter-
dependencies (Dpb) between Np and Nb. If the value of
inter-dependencies between Np and Nb is represented
by €pb, then process of risk estimation can be
illustrated in equation 1.

DPb = {Np’ Nb: €Pb} (1)

Studies above have involved business approach such
as cost, business assets and business units. However,
business approaches have not involved business
characteristics from enterprises explicitly. As an
illustration, an attack of security threat in large and
small enterprises have different risk values. Large
enterprise may have greater impact than small
enterprises. It was stated by result of survey from
Kaspersky Lab and B2B International that large
enterprise has financial impact from IT securty incident
about US$ 649.000 per year and SME (Small and
Medium Enterprise) only has financial impact about
US$ 50.000 per year [8].

Therefore, this paper tries to use different
perspectives related metrics of business characteristics
to develop risk model. In our previous work, we have
validated five metrics to measure risk of security threat
so this paper uses that metrics. Metrics used in this
paper are organization size, organizational type, critical
level, reputation and financial impact [9].

III. METHOD

This paper uses a quantitative approach to estimate
the risk of security threat because quantitative approach

is considered more reliable [10]. In order to generate
weight of metrics, this paper uses Analytic Hierarchy
Process (AHP) method which refers to Multi Criteria
Decision Making (MCDM) algorithm. MCDM is
generally used by decision makers for making
alternative rankings. The alternative in MCDM can be
defined as choice of solution in a problem [11].

One type of MCDM is a compensatory type where it
has capability to evaluate several criteria and support
trade-off system between attributes [12]. Analytic
Hierarchy Process (AHP) is one of MCDM methods
where it implements compensatory characteristic [12].
AHP can apply to qualitative and quantitative attributes
[13] and it uses a linear structure (hierarchy) for making
decisions [14]. In this paper, AHP is used as a weighting
method for making decision from metrics namely
critical level (CL), financial impact (FI), reputation
(RE), organization size (OS) and business type (BT) [9].
Steps of measuring risk with AHP method is explained
below.

A. Building of Hierarchy

Hierarchical structure of AHP is built using metrics of
risk model as attribute of AHP. Output of AHP is risk
value of information security threat. Therefore,
hierarchical structure in this paper will be shown in
Figure 1.

Risk of
Information
Security
Threat

Financial
Impact

Critical Business

Type

Organization

Reputati
eputation Size

Threat of
Information
Security

Figure 1: Hierarchy of AHP for measuring risk

B. Forming of Pairwise Comparison Matrix

Pairwise comparison matrix is formed by following
hierarchy structure. The pattern of matrix can be shown
Figure 2.
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FI RE CL OS BT
FI | 1 a b c d
RE | 1/a 1 e f g
CL|1b 1 1 h i
OS|1lec Uf 1h 1 j

BT |1/d lg 1A 15 1

Figure 2: Matrix of pairwise comparison

C. Calculation of normalized eigen

If n x n (M) matrix condition is multiplied by a non-zero
column vector (v), it will produce value that equal with
value of multiplication from scalar coefficient (A) with
nonzero column vector (v). The condition can be
represented in equation 2.

M.uv= Adv )

So it can be concluded that the scalar coefficient is
characteristic value from M variable. The scalar
coefficient in this condition is often called eigen
coefficient (A) and the non-zero column vector is often
called the eigen vectors (v). In this study, the eigen
vectors (v) represents weight of each metrics.

Based on equation 2 above, eigen coefficient can be
generated by following steps (equation 3 and 4).

(M—A)v=0 3)
(M—2) = 0 @)

In order to perform reduction operation to the matrix,
the scalar coefficient (A) must be multiplied by the
identity matrix (/) to produce matrix in same order
(equation 5 and 6).

(M—AI)=0 (5)
detlM —A.I|=0 (6)

Eigen coefficient is produced by calculation from
equation 6 and eigen vectors are produced by
calculation from equation 2.

D. Consistency testing

Consistency testing for judgements of attributes is
conducted using coefficient of consistency ratio (CR).
The judgements of attributes are consistent if coefficient
of consistency ratio is equal or less than 0.1 [15].
Consistency ratio can be computed using equation 7.

R consistency index 1)
"~ random consistency index '

However, consistency ratio can be defined if
consistency index (CI) and random consistency index
have been calculated. In order to compute consistency
index, eigen vectors from previous step are involved to

generate A_ .. Consistency index can be computed

with equation 8.

CI_‘;[’mﬂ.r_”’ g
n—1 ¢

In order to generate random consistency index,
number of attributes or metrics (n) in matrix must be
mapped in table of random consistency index. Table of
random consistency index is shown in Table 1 [16],
[17].

Table 1
Table of random consistency index

n Random consistency index

0

0
0.58
0.9
1.12
1.24
1.32

NN N N~

E. Estimating Risk

Weight of metrics (w) is represented by eigen vectors.
Weight of threat (M) can measured by number of
exposed sensitive information. If value of risk is
represented by variable R, then calculation of risk value
can be conducted using equation 9.

[

R = ZM:'XW:' {(9)

i=1

n is number of metrics. In this paper, number of metrics
is five, i.e. organization size, reputation, business type,
critical level and financial impact.

IV. EXPERIMENTAL DETAILS

This part needs two type of data. First data contains
expert opinion related valuation of metrics. It is
processed in AHP method to result weight of metrics. In
order to gather first data, this paper uses questionnaire.
All respondents in this study have work experience
more than five years and they have education
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background in information technology. They also have
good understanding in information security field. It can
describe that respondents have capability to understand
questionnaire and problem in this study. Second data
contains value of threat where it is gathered from two
different enterprises.

AHP method processes data of metrics valuation. The
output from AHP process is matrix of normalized eigen
(Figure 3) and eigen vectors (Figure 4).

FI RE CL oS BT

FI | 048 0.627 0.466 0.302 0.235
RE | 0.16 0.209 0.349 0.302 0.294
CL | 0.12 0.070 0.116 0.302 0.176
OS | 0.12 0.052 0.029 0.075 0.235
BT | 0.12 0.042 0.039 0.019 0.059

Figure 3: Normalized eigen matrix

0.422
0.263
0.157
0.102
0.056

Figure 4: Eigen vectors

In order to generate value of threat, this paper
assesses data from disclosed information in two
enterprises. Steps of gaining disclosed information in
this experimental is show in Figure 5.

Identify vulnerabilities
from enterprises website

Attack vulnerabilities

Capture the data

Figure 5: Steps of disclosed information gathering
V. RESULT AND DISCUSSION

Experimental process in previous part results two
things, namely weight of metrics and value of threat.
Eigen vectors are defined as weight of metrics where it
is specifically shown in Table 2.

Table 2
Weight of metrics

Metrics Weight
Financial Impact (FI) 422 %
Reputation (RE) 26,3 %
Critical Level (CL) 15,7 %
Organization Size (OS) 10.2 %
Business Type (BT) 5,6 %
Total 100 %

In order to compute value of threat, this paper uses
classification method where it is based on sensitivity of
information from disclosed data. The result is shown in

Table 3.
Table 3
Value ofthreat from two enterprises

Metrics FI RE CL OS BT

308.660 0 1 3 0
349.866 1 3 0

Enterprise 1
Enterprise 2 0

In Table 3, enterprise 1 has number of sensitive
information about 308.660 records where it has
financial impact to enterprises 1. Enterprise 2 has
number of sensitive information about 349.866 records
where it has effect to reputation of enterprise 2.
Organization size is divided by three categories namely
small (1), medium (2) and large (3) and both of
enterprises are large enterprises. Both of enterprises also
have information as critical asset for organization. It
indicates that exposing information illegally may cause
serious failure for all sectors in enterprise. Business type
in this paper is categorized by two class namely
financial  organization (1) and non-financial
organization (0). It is based on perspective that financial
organization generally has higher potential in threat than
non-financial organization [18]. In this paper, enterprise
1 has business type in hotel company and enterprise 2
has business type in health organization.

In order to measure weight of risk, this paper uses
equation 9 above and the result can be shown in Table

4.
Table 4
Weight of risk in AHP method

. Weight
Metrics FI RE CL OS BT of Risk
llinterprlse 130.25 0 0.157 0.306 0 130.72
Enterprise 0 92.01 0.157 0.306 0 92.48
2

In Table 4, risk estimation of information security
threat can be performed and it results weight of risk.
Enterprise 1 has higher risk than enterprise 2. It
describes that enterprise 1 has higher priority than
enterprise 2 in implementing of mitigation procedures.
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This model is also possible to apply in an enterprise
where it has several threats. It can be used to make
mitigation priority between threats in an enterprise.
Weight of risk in this model also accommodates
business perspective where it has been represented by
five metrics namely financial impact, critical level,
reputation, organization size and business type.

VI. CONCLUSION

Risk estimation from information security threat is
important process to map weight of risk to threat. The
result of mapping is used to consider mitigation priority.
High value of weight becomes high priority for
enterprise to apply mitigation procedures quickly.
However, in order to obtain proper weight of risk from
information security threat, risk estimation must
accommodate business approach so several business
aspects is needed to be involved as metrics like financial
impact, critical level, reputation, business type and
organization size. In order to determine weight each
business aspects, Analytic Hierarchy Process (AHP) is
possible to be applied as method of priority calculation.
Result from experimental states that combination
between business aspects and Analytic Hierarchy
Process (AHP) can be used to develop risk model where
it can handle priority feature. The model can be
implemented to measure risk priority between
enterprises and it also possible to be implemented to
measure risk priority between threats in an enterprise.
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